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Why Do Companies Invest in Information Security?

« Internal
Audit * External

ﬂ * Regulators

Business Requirement: Incidents

Pressures |::> Information Security <::| * Malware
Framework * Virus

« Clients « Trojans

« Internal « Hackers

« Competition
« Partners
« Insurance

Laws & Regulations

* SOx, GLBA, HIPAA
* NERC/FERC, DHS
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Market Drivers: Issues and Trends

» Post-SOx control misalignment
— Over-specification, lack of automation and controls
« IT controls posed the greatest challenge to 2005 SOx compliance efforts
* Over 70% estimated that more than 60% of their controls
were manual
— Disparate underlying systems and processes

« Over 60 % of companies surveyed globally were using dissimilar systems
and spreadsheets/manual processes in their financial reporting process

« Over 50% of the companies plan to implement a new IT system within the
next 2 years

Al statistics are taken from KPMG's 404 Institute surveys and other KPMG research surveys of international
organizations within the last two years.
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Trigger Questions

» Should we implement intrusion detection? Why isn’t having a firewall
or intrusion prevention enough?

» What do we tell the audit committee or board about our security
posture?

» How much are we spending on security? Is it enough or too much?
How does this compare to others in our industry?

» How can we measure the effectiveness of our information security
efforts?

» Should our staff become certified (GIAC, CISSP, CIPP)?
» Should we outsource information security?
» How do we show a return on investment for our info-sec spend?
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Trigger Questions, continued

» Is our security posture getting better, staying the same or getting
worse?

* | have a SOX Frankenstein in my IT department — Should we
develop more policies/procedures, or update the ones we have?

* I'm drowning in audits: SAS 70, PCI, internal, external, SOx,
customer questionnaires

» Should we hire a Chief Information Security officer, or a Chief Risk
Officer? To whom should this function report?

» How can we justify our security spending to executive management?
* Where is the most significant security risk to the business?

» Should we upgrade our firewalls? What about other technical
countermeasures?

San Francizco Chapler

Observations on Risk and Compliance

Current State Q Desired State
Multiple Risk and Compliance Unified framework, with aggregated
frameworks utilized understanding of threats and risk

profiles

.
.

Signifipant effort _Spent to meet

. w 5 o
compliance requirements Wh at h ap p ens w h en? e'::;;/r?syev\r/:qctti)r:rns;rgfss;ﬁ;nven by
continuous process improvement
culture

Use of home grown scripts/tools
and silo-ed access management
creates scalability and control
issues, e.g. emergency access,
ART tool, Unix scripts, etc.

* People leave

.

User friendly and intelligent security

- solutions integrated with the unified
* Processes are modified Y

. o framework
* Manual intensive risk
assessment processes * New systems are implememed * Automated and efficient processes
* Limited information on infor- . . 1d/ ired * Process and data centric security,
mation asset inventory, Businesses are sold/acquire control data by enforcing data

ownership and enforcement of
data classification program and
segregation of duties

classification policy
* Processes are outsourced

Established security metrics aligned

* Additional compliance required with strategic objectives, resolve
* Measuring security metrics problem areas and benchmark
become difficult results
* Limited 3" party security * |dentify vendor security risks and
management and oversight enforce standards consistently

Application risks need to be Applications integrated into
evaluated, beyond SOx processes and enterprise risks
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The Delicate Balance

Value Creation

Value Preservation

Competition and
Market Pressures

Business Risks and
Regulatory Pressures
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What Organizations Need — Ability to
Address Change

_ N Management needs to
fronsedl Al oo make decisions regarding
< > the business risks it needs
neffecive Invohed with to reduce, the risks it
Management Coaching Steering Execttion needs to take/accept and
| | s commi those it needs to avoid in
nternal ommittee P
Conditions Behavior order to maximize
gt » opportunities and ROI
Efecive GG SUERIEE Monioring wih while minimizing any
Poli .
— — o impact.
Insignificant External Significant ) )
Externalities Conditions Externalies An Information Security
Framework becomes an

effective reference to
manage risk and address
governance
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Security in a Governance Framework

Information Protection is not something that you do, it is the way that you
do it, part of the geometry of how you manage your enterprise.

How to take the right steps to improve:
« Identification of internal and external changes
» Identification of critical success factors
¢ Identification and prioritization of risks

« Determine significant risks and define control strategies and risk
management policy

« Improve risk awareness and establish accountability

« Concentrate on risk management, not just technical countermeasures

« Monitor internal controls and concentrate on early warning mechanisms

* Review risk and control metrics regularly and as part of year-end reporting

‘ Strategic Program and not Operational Procedures ‘
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Beyond SOx — Unified IT Compliance

CHALLENGE — Develop an Efficient Security
Governance Program )
¢ New concept — lots of new names ' Optinal
— Unified IT Compliance DEESIAn)
— IT Audit Universe ;
— Enterprise IT Compliance Management
— IT Controls Portfolio
¢ All have a common theme
— Adopt a framework that addresses all IT compliance requirements — ITIL, ISO
27001, COBIT, FISAP etc.
— Document, test and maintain all IT compliance activities (controls) from a single
platform
— Integrate into your enterprise risk management — Focus on business risk

‘ Test One Time = Report Many Times ‘
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Why a Standards-Based Approach?

Chasing “Best Practices™” is a security arms-race

Right-size the strategy to the enterprise while leveraging a world-
wide consensus

Establish a rationale and framework and deploy it as a management
program — selling security internally should be construed as a quality
initiative

— Identified goals

— Measurable progress

— Appropriate level of resources
Actual metrics — no more Zero Event prognostications

Demonstrate commitment to customers, regulators, auditors and
inspectors

Certifiable — recognition of achievement by third parties
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Common Standards

ITIL

ISO 2700x — IT Security Management
ISO 15000 — IT Change Management
COBIT/ COSO
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Unified IT Compliance Model

Governance
t f .
Risk Management Continuous Improvement
Risk Control Con_trol CEltiicancy Control Controls
S Testing & -SOX .
Assessment Definition Ao Improvement Integration
Monitoring -PCI
Unified
Risk/Control
Matrix
J

$

$

Unified Control Processes

IT Embedded Control Activities Non-Embedded Control Activities
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Unified IT Compliance Program Implementation Approach

{ Start Up

Set Strategy

Transition >| Ogerate >

Risk' Management Build Ou

omplianc

Outcomes

Governance Risk Management

= Charter Defined = Risk Assessment

Process Defined
* PMO & Governance

Model Defined * Unified Risk and
Control Matrix & Gap

Analysis completed

= Resource, Transition &
Comm Plan Defined

= KPI Set established

e

Compliance

= Controls Testing and
Monitoring Processes
& Procedures Defined

= Control Monitoring &
Testing tools,
templates and
methodologies
defined.

Continuous Improvement

= Controls Improvement
recommendations
reported

= Controls Improvement
Approach & Roadmap
established.

é

Transition Complete

Strategy Execution Transition

* All models, = Program Plan

frameworks & Communicated

processes

approved. = Roles Transitioned

= Strategic direction
established.
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Unified IT Compliance Program - Ongoing Operations

Governance

= Proactive communications across the program = Periodic UIC Board briefings to cover = Regular follow up on remediation activities to
and underlying IT processes (monthly) status and UIC KPlIs (quarterly) validate progress on and closure of
= UIC risks and issue actively managed and + Continuous improvement analysis and risks/weaknesses (monthly)
reported (monthly) recommendations across all UIC domain = Recommendations regarding IT strategy,
areas (monthly) budget and roadmap (quarterly)
Risk Management
= Regular evaluation of risk as part of the = Overall testing/monitoring plan updated = Periodic updates/improvements to the
unified compliance framework (monthly) (quarterly) unified controls set (monthly/quarterly)
= Ongoing controls integration risk = Controls testing scheduled/prioritized
of new projects (as according to risk levels (monthly)
needed)
Compliance
= Unified Controls testing and monitoring on » Regular updates on testing and monitoring = Specific Unified Controls Remediation
on-going basis (monthly) results in advance of potential Recommendations across all UIC domain

= Review of remediation activities (monthly) audits/reviews (monthly) areas of weakness (monthly/as appropriate)

Continuous Improvement

= Controls Improvement observations and = Improvement recommendations based = Observations and recommendations provided
recommendations (monthly/quarterly) upon structured UIC risk analysis process early on for new solution development
and control test results (monthly/quarterly) activities (as needed)
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Benefits of Unified IT Compliance

A Unified IT Compliance (UIC) approach is typically beneficial when:

* An organization is required to satisfy multiple sets of compliance
requirements.

* Multiple audits are performed by different parties on the same
environments/processes to address disparate compliance
requirements or objectives.

» Control assessment processes are inconsistent among the
organization’s various compliance requirements.

« An organization seeks to improve the effectiveness and monitoring
of its key IT control activities.

* An organization seeks operational efficiencies to reduce expenses.
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Benefits of Unified IT Compliance

Benefits of Unified IT Compliance include:

* Regulatory and Compliance Landscape — Accounts for relevant IT
regulatory, contractual, and policy compliance requirements in a
single set of key controls.

* Measurement of Controls — Provides consistent measurement of
key control effectiveness across groups, environments, systems and
processes.

« Risk Management — Focuses testing/monitoring activities on higher
risk areas, considers the impact of new IT projects/systems in a
timely manner, and provides enhanced executive visibility regarding
ongoing control effectiveness through Key Performance Indicator
reporting.

» Resource Management — Enables effective resource allocation and
skill-set alignment.
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